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aTToRNEY PRoFESSIoNaLISM FoRuM

The Attorney Professionalism Committee 
invites our readers to send in comments 
or alternate views to the responses 
printed below, as well as additional 
hypothetical fact patterns or scenarios to 
be considered for future columns. Send 
your comments or questions to: NYSBA, 
One Elk Street, Albany, NY 12207, Attn: 
Attorney Professionalism Forum, or by 
e-mail to journal@nysba.org. 

This column is made possible through 
the efforts of the nYSBA’s Committee on 
Attorney Professionalism. Fact patterns, 
names, characters and locations presented 
in this column are fictitious, and any resem-
blance to actual events or to actual persons, 
living or dead, is entirely coincidental. These 
columns are intended to stimulate thought 
and discussion on the subject of attorney 
professionalism. The views expressed are 
those of the authors, and not those of the 
Attorney Professionalism Committee or 
the nYSBA. They are not official opinions 
on ethical or professional matters, nor 
should they be cited as such.

To the Forum:
The news in recent months is full of 
stories on data security and the risks 
that must be addressed by businesses 
to protect their electronic information. 
As attorneys, I know we all have cer-
tain obligations to preserve the con-
fidential information of our clients. 
I am well aware that much of the 
electronic information on our firm’s 
networks is made up of confidential 
information arising from client mat-
ters. I am the lucky partner tasked 
by my colleagues to help implement 
firm-wide data security policies. What 
ethical obligations come into play on 
this issue? Do the attorneys at my firm 
have an obligation to both advise and 
coordinate data security policies with 
our non-attorney staff?

Sincerely,
Richard Risk-Averse

Dear Richard Risk-Averse: 
As you correctly point out, data secu-
rity is a frontline issue that has got-
ten significant attention in the press – 
both inside and outside of legal circles. 
Recent data breaches at major corpora-
tions and law firms have underscored 
the need for stronger, more effective 
mechanisms to protect sensitive and 
confidential client information. 

Prior Forums have focused upon 
several key provisions of the New York 
Rules of Professional Conduct (RPC) 
that give practitioners an ethical blue-
print that tells us what attorneys need 
to know when using various technolo-
gies in everyday practice. See Vincent J. 
Syracuse & Matthew R. Maron, Attor-
ney Professionalism Forum, N.Y. St. 
B.J., May 2013, Vol. 85, No. 4 (mobile 
devices); Vincent J. Syracuse & Mat-
thew R. Maron, Attorney Profession-
alism Forum, N.Y. St. B.J., June 2013, 
Vol. 85, No. 5. (usage of social media 
to conduct research); Vincent J. Syra-
cuse & Matthew R. Maron, Attorney 
Professionalism Forum, N.Y. St. B.J., 
Jan. 2014, Vol. 86, No. 1. (email as a 
basic method for everyday communi-
cation). Your question about data secu-
rity gives us an opportunity to address 
what is perhaps one of the most impor-

tant issues that lawyers face when we 
have to reconcile the need to use tech-
nology with our obligation to protect a 
client’s confidential information. 

To answer your question, we begin 
with Rule 1.1, which recites a law-
yer’s basic ethical obligation to pro-
vide competent representation. Specifi-
cally, Rule 1.1(a) states that “[a] lawyer 
should provide competent representa-
tion to a client. Competent representa-
tion requires the legal knowledge, skill, 
thoroughness and preparation reason-
ably necessary for the representation.” 
This means attorneys must have a basic 
understanding of how technologies are 
utilized in connection with the repre-
sentation of a client. As we have noted 
on multiple occasions in this Forum, 
attorneys must be intimately familiar 
with the usage of those technologies. 
Although not necessarily applicable 
in New York, amended Comment [8] 
to Rule 1.1 of the ABA Model Rules 
of Professional Conduct states that, in 
maintaining competence, “a lawyer 
should keep abreast of changes in the 
law and its practice, including the ben-
efits and risks associated with relevant 
technology. . . .” Id. (emphasis added.) It 
is foolish for a lawyer to ignore evolv-
ing technologies and their impact on 
the lawyer’s practice. 

Along with your obligation to pro-
vide competent representation, dis-
cussed above, establishing the appro-
priate data security policy for your 
firm also requires an understanding of 
Rule 1.6(c) of the RPC which states, in 
pertinent part, that “[a] lawyer shall 
exercise reasonable care to prevent the 
lawyer’s employees, associates, and 
others whose services are utilized by 
the lawyer from disclosing or using 
confidential information of a client. . . .”

We assume that, by now, most attor-
neys are aware of the ethical obliga-
tions we have outlined. But what about 
nonlawyers, and what happens when 
nonlawyers have access to a client’s 
confidential information? RPC Rule 
5.3(a) tells us:

A law firm shall ensure that the 
work of nonlawyers who work 
for the firm is adequately super-

vised, as appropriate. A lawyer 
with direct supervisory authority 
over a nonlawyer shall adequately 
supervise the work of the nonlaw-
yer, as appropriate. In either case, 
the degree of supervision required 
is that which is reasonable under the 
circumstances, taking into account 
factors such as the experience of 
the person whose work is being 
supervised, the amount of work 
involved in a particular matter and 
the likelihood that ethical prob-
lems might arise in the course of 
working on the matter.

Id. (emphasis added.)
This may seem relatively straight-

forward but we must also look at the 
Comments to this rule because they 
point us to other portions of the RPC 
which discuss an attorney’s supervi-
sory obligations. Comment [1] to Rule 
5.3 states:

[Rule 5.3] requires a law firm to 
ensure that work of nonlawyers is 
appropriately supervised. In addi-
tion, a lawyer with direct super-
visory authority over the work 
of nonlawyers must adequately 
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particularly regarding the obliga-
tion not to disclose information 
relating to representation of the cli-
ent, and should be responsible for 
their work product. The measures 
employed in supervising nonlaw-
yers should take account of the fact 
that they do not have legal training 
and are not subject to professional 
discipline. A law firm should make 
reasonable efforts to establish 
internal policies and procedures 
designed to provide reasonable 
assurance that nonlawyers in the 
firm will act in a way compatible 
with these Rules. A lawyer with 
direct supervisory authority over 
a nonlawyer has a parallel duty to 
provide appropriate supervision of 
the supervised nonlawyer.

Id. (emphasis added.)

If it was not made clear already, 
Comment [2] to Rule 5.3 suggests that 
attorneys in supervisory positions 
must take extra steps to make nonlaw-
yer personnel aware that they must 
act with the same manner as and in 
accordance with the ethical obligations 
of the attorneys who supervise them. 
That being said, you along with the 
other attorneys in supervising roles at 
your office have an obligation to both 
advise and coordinate data security 
policies with the nonattorney staff at 
your firm to prevent the disclosure 
and usage of confidential information. 
Rule 5.3 (as discussed above) expressly 
provides for this supervisory obliga-
tion, and although the Comments to 
Rule 5.3 suggest that nonattorneys are 
not subject to the RPC, the RPC, as a 
whole, does define a “type of ethical 
conduct that the public has a right to 
expect not only of lawyers but also 
of their non-professional employees 
and associates in all matters pertain-
ing to their professional employment.” 
See Simon’s New York Rules of Pro-
fessional Conduct Annotated at 1299 
(2014 ed.).

To that end, we would recommend 
the following best practices when 
implementing a data security policy at 
your firm.

•  A written and regularly updated 
data security policy which is 

of protecting sensitive and confiden-
tial client information from improper 
disclosure or usage? (See supra Com-
ment [2] to Rule 5.1.) What level of 
detail is required when a firm enacts 
a data security policy to protect cli-
ent information and how should that 
policy be updated and communicated 
to nonlawyer personnel at the firm? 
Is it proper for a small firm to require 
only “informal supervision [of non-
lawyer personnel] and periodic review 
of compliance [with supervisory poli-
cies]”? (See supra, Comment [3] to Rule 
5.1.) And is “informal supervision” of 
nonlawyer personnel (especially when 
it comes to protecting unauthorized 
disclosure or use of confidential infor-
mation) enough so that the supervising 
attorney is complying with his or her 
ethical obligations? 

In his discussion of Rule 5.3, Profes-
sor Roy Simon reminds us that it makes 
sense to emphasize the importance 
of confidentiality when supervising 
nonlawyers even though the RPC is 
technically inapplicable to nonlawyers. 
See Simon’s New York Rules of Pro-
fessional Conduct Annotated at 1301 
(2014 ed.). However, Professor Simon 
also believes that the law firms and 
lawyers supervising nonlawyer per-
sonnel should give these individuals 
“specific, formal instruction regarding 
a lawyer’s duty of confidentiality.” Id.

Comment [2] to Rule 5.3 states:

With regard to nonlawyers, who 
are not themselves subject to these 
Rules, the purpose of the supervision 
is to give reasonable assurance that the 
conduct of all nonlawyers employed 
by or retained by or associated with 
the law firm is compatible with the 
professional obligations of the law-
yers and firm. Lawyers generally 
employ assistants in their practice, 
including secretaries, investigators, 
law student interns and parapro-
fessionals. Such assistants, whether 
they are employees or independent 
contractors, act for the lawyer in 
rendition of the lawyer’s profes-
sional services. A law firm must 
ensure that such assistants are 
given appropriate instruction and 
supervision concerning the ethi-
cal aspects of their employment, 

supervise those nonlawyers. Com-
ments [2] and [3] to Rule 5.1 . . . 
provide guidance by analogy for 
the methods and extent of super-
vising nonlawyers.

Although Rule 5.1 spells out the 
specific obligations for the supervision 
of lawyers by those attorneys with 
management responsibility in a law 
firm, the Comments to this Rule are 
applicable in the context of supervising 
nonlawyer personnel.

Comment [2] to Rule 5.1 states:

Paragraph (b) [of Rule 5.1] requires 
lawyers with management author-
ity within a firm or those having 
direct supervisory authority over 
other lawyers to make reasonable 
efforts to establish internal policies 
and procedures designed to provide 
reasonable assurance that all law-
yers in the firm will conform to 
these Rules. . . . (emphasis added.)

In addition, Comment [3] to Rule 
5.1 provides:

Other measures that may be 
required to fulfill the responsibil-
ity prescribed in paragraph (b) [of 
Rule 5.1] can depend on the firm’s 
structure and the nature of its prac-
tice. In a small firm of experienced 
lawyers, informal supervision and 
periodic review of compliance 
with the required systems ordinar-
ily will suffice. In a large firm, or 
in practice situations in which dif-
ficult ethical problems frequently 
arise, more elaborate measures 
may be necessary . . . the ethical 
atmosphere of a firm can influence 
the conduct of all its members and 
lawyers with management author-
ity may not assume that all lawyers 
associated with the firm will inevi-
tably conform to the Rules.

The Comments to Rule 5.1 as 
related to Rule 5.3 are a simple state-
ment of the steps required for proper 
supervision of nonlawyer personnel 
in both small- and large-firm environ-
ments. However, as is often the case, 
Comments to the RPC can be sub-
ject to varying interpretations as well 
as numerous questions. For example, 
what would “reasonable efforts to 
establish internal policies and proce-
dures” entail, especially in the area 
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non-public information might pass 
the foreseeability test.

See Philip R. Lochner, Jr., Lawyers 
and Insider Trading, Jan. 24, 1991, at 
http://www.sec.gov/news/speech/ 
1991/012491lochner.pdf.

And, we have also seen recently, 
a CEO of a prominent national retail 
store company lose his job because of 
a massive data breach where the per-
sonal financial information for millions 
of customers was obtained by hack-
ers. See Anne D’Innocenzio, Target’s  
CEO Is Out in Wake of Big Security  
Breach, Associated Press, May 5, 
2014, http://bigstory.ap.org/article/
targets-chairman-and-ceo-out-wake-
breach. This is just one of many exam-
ples why data security is so important 
in today’s environment. For lawyers, 
data security is of even greater impor-
tance because failure to preserve con-
fidential and sensitive information 
could put an attorney’s career at sig-
nificant risk.

Sincerely,
The Forum by
 Vincent J. Syracuse, Esq.  
(syracuse@thsh.com) and  
Matthew R. Maron, Esq.  
(maron@thsh.com), Tannenbaum 
Helpern Syracuse & Hirschtritt LLP

QuESTiON FOR THE  
NEXT ATTORNEY

PROFESSiONALiSM FORuM
I represent one of the defendants in 

an action brought against a number of 
parties in an unfair competition case 
involving various employees who left 
their employer to work for a competi-
tor. The plaintiff has sued its former 
employees and their current employer 
(my client). It is a high-stakes litiga-
tion involving huge sums of money, 
and it has gotten to the boiling point. 
Plaintiff’s counsel and the attorney 
for one of the employees have been 
exchanging what I consider to be vul-
gar and horrifying emails. The level 
of insults hurled between these two 

•  And most important, coordinate 
all data security policies and pro-
tocols with either your internal 
IT staff or a trusted outside third-
party IT vendor.

It is understandable that some may 
view these data security recommenda-
tions as rather extreme in an almost 
“Big Brother” sort of way. However, 
it is important to remember that we 
are in the business of risk manage-
ment. We are practicing in an envi-
ronment where client information is 
almost always kept in electronic form 
and the risk of unauthorized access is 
ever-present. Risks have consequences 
as evidenced by the recent example 
of a managing clerk of a major inter-
national firm who was charged both 
at the criminal and civil levels with 
insider trading, based upon informa-
tion he improperly accessed from his 
employer’s computer system concern-
ing mergers, acquisitions and tender 
offers involving publicly traded firm 
clients. See U.S. v. Metro et al., 14-mj-
08079 (D.N.J.) and U.S. v. Eydelman et 
al., 14-cv-01742 (D.N.J).

Indeed, for a lawyer or law firm, it 
is conceivable that the range of conse-
quences for the failure to preserve and 
protect confidential information could 
run the gamut from professional disci-
pline, to a malpractice suit and – taken 
to its logical extreme – even crimi-
nal liability. One former commissioner 
from the United States Securities and 
Exchange Commission noted: 

Law firms can be found liable 
for insider trading by partners 
or employees under the common 
law principle of respondeat supe-
rior, or pursuant to Section 20(a) of 
the Exchange Act, which imposes 
liability on controlling persons. 
Respondeat superior liability gener-
ally is interpreted to require that 
the offending act by the employee 
be within the scope of his or her 
employment. However, courts 
have liberally construed this rule 
to cover conduct that is incidental 
to, or a foreseeable consequence of, 
the employee’s activities. Under 
the right circumstances, insider 
trading by a lawyer or employee 
with frequent access to material, 

shared with all firm employees at 
regular intervals, as well as firm-
wide training on such policies. 
We would recommend circulating 
and updating such policies quar-
terly. (These policy recommenda-
tions have also been proposed in 
the context of cloud computing. 
See The Cloud and the Small Law 
Firm: Business, Ethics and Privilege 
Considerations, New York City 
Bar Ass’n, Nov. 2013, at http://
www2.nycbar.org/pdf/report/
uploads/20072378-TheCloud 
andtheSmallLawFirm.pdf.)

•  A near impenetrable encryption 
system on firm networks and 
individual computers for access-
ing confidential and sensitive 
client information so that the risk 
of a data breach is significantly 
reduced. 

•  A mechanism so that such con-
fidential information remains 
encrypted if in the event electron-
ic documents are “checked out” 
from the firm’s documents serv-
ers or other firm-wide computer 
servers, so that work on client 
matters can be conducted outside 
of the office. We would recom-
mend putting these documents on 
an encrypted USB flash drive.

•  Utilize the Trusted Platform Mod-
ule standard on all firm-issued 
laptop computers or tablets to 
prevent these devices from being 
improperly accessed if they are 
ever lost or misplaced. Ideally, 
laptop computers should contain 
fingerprint readers. 

•  Restrict access to certain confiden-
tial and sensitive client informa-
tion to specific firm personnel. 
At a minimum, your firm’s docu-
ment management and electronic 
discovery systems should allow 
for the ability to restrict access to 
highly sensitive information. 

•  Use encrypted passwords for 
hardwire networks and internal 
wireless Internet systems to pre-
vent unauthorized access and 
remind all firm employees that 
passwords should be changed at 
regular intervals. Continued on Page 57
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individuals and the language of their exchanges 
would make schoolyard talk look like dialogue 
from the Victorian age. One insult by plaintiff’s 
counsel included a reference to the death of 
opposing counsel’s child; another email made 
a remark about the disabled child of one of the 
lawyers. I am astounded that two members 
of the bar would engage in such disgusting 
behavior or think that their conduct is effective 
advocacy. Thankfully, none of the attacks have 
been directed to me. I am trying to represent my 
client to the best of my ability and have kept 
out of fray. 

My question for the Forum: How am I sup-
posed to handle this kind of bad behavior? 

Sincerely,
Donald Disgusted

Attorney Professionalism Forum
Continued from Page 52


